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Foreword from the Chair

As Chair of the Joint Select Committee appointed to examine the September 2023 cyber-attack on

the Government of Bermuda, I present this report with a clear sense of responsibility to Parliament

and to the people of Bermuda.

This report is not written for partisan advantage. It is written because cybersecurity is now a core part

of public administration, public finance, personal privacy, national resilience, and trust in
Government. The September 2023 incident demonstrated that a cyber-attack on Government

systems is not simply an information technology issue. It can affect public services, payroll,

communications, personal data, public confidence, national reputation, and the continuity of

Government itself.

The Committee's work has been guided by two principles. First, the public deserves a clear and

honest account of what happened, what was known before the attack, how Government responded,

and what remains unresolved. Second, the value of this report must be measured not only by what

it says about the past, but by whether it helps Bermuda prevent, withstand, and recover from future

cyber incidents.

I wish to thank all persons, departments, agencies, organizations, and private-sector stakeholders

who participated in the Committee's work, appeared before the Committee, answered questions,
provided documents, or made written and oral submissions. Their contributions assisted the

Committee in understanding  the scale of the incident, the complexity of Government's recovery, and

the reforms now required.

The Committee also recognizes the work of public officers, technical personnel, law enforcement,

external specialists, and others who were involved in the immediate response and recovery effort. In

a crisis of this nature, decisions often have to be made under pressure, with incomplete information

and significant public expectation. That reality does not remove the need for accountability, but it

does require the Committee to approach the evidence fairly and responsibly.

This report therefore seeks to strike the proper balance. It identifies warning signs, implementation

gaps, governance weaknesses, public finance questions, and unresolved matters relating to data

compromise and possible ransom-related expenditure. At the same time, it avoids reducing the

issue to one individual, one Minister, one Department, one political party, or one administration.

The Committee's central message is forward-looking: Bermuda must treat cybersecurity as critical

national infrastructure. Government must have clear accountability, dedicated funding, specialist

staffing, tested recovery plans, Cabinet-level oversight, public communication protocols, and

parliamentary tracking of implementation.

The September 2023 cyber-attack should be remembered not only as a disruption, but as a national

warning. The purpose of this report is to ensure that the warning is acted upon.

Lawrence Scott, JP, MP Chair, Joint Select Committee on the September 2023 Cyber-Attack
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1. Executive Summary

This report presents an expanded parliamentary-style account of the September 2023 cyber-attack

on the Government of Bermuda. It combines the Committee's original evidentiary narrative with a

prevention- focused national resilience agenda. The Committee's central conclusion is that the

incident should not be viewed only as an IT failure. It should be understood as a public administration,

public finance, personal data, national resilience, and critical services event.

The Committee has not approached the September 2023 incident as an isolated technical event.

Rather, it has considered the attack in the wider context of Government's increasing reliance on

digital systems over a period of years, the evolution of cybersecurity governance, the pre-attack

warning signs, the level of institutional readiness at the time the attack occurred, and the measures

now required to reduce the likelihood and impact of future incidents.

The Committee is clear that the conditions that gave rise to Bermuda's 2023 cyber risk posture were

not created by one political party, one Minister, one Department, or one administration. Bermuda's

digital dependency increased under successive administrations led by both political parties.
Cybersecurity awareness also increased over time. However, governance maturity, funding,

specialist staffing, enterprise monitoring, disaster recovery, and cross-sector coordination did not

consistently keep pace with the growth in digital reliance.

The most significant pre-attack evidence reviewed by the Committee is the May 2023 Cyberdine

cybersecurity assessment. The materials reviewed indicate that approximately four months before

the September 2023 attack, Government's cybersecurity risk posture was assessed as Critical. The

assessment identified a high probability of successful cyber-attack and limited recovery capability,

as well as root causes including resource constraints, gaps in strategic direction, and attack vectors

such as ransomware, phishing, privacy breach, cloud-based breach, and third-party risk.

The Committee's assessment is that Government had begun a structured remediation programme

prior to the attack. However, several foundational capabilities were not yet fully operational or
mature at the time of the September 2023 incident. These included Security Operations Centre

capability, Security Information and Event Management monitoring, ransomware defence, disaster

recovery, backup programme maturity, and broader environment stabilization. The evidence
therefore points to a gap between awareness of risk and full execution of mitigation measures.

The evidence reviewed by the Committee demonstrates that the September 2023 cyber-attack did

not occur in the absence of warning. It occurred in the presence of documented risk, where

corrective action had begun but had not yet been completed.
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The Committee also received Government-confirmed evidence that the threat actor was present

within Government systems for approximately 10 days before the visible attack was initiated. This

10-day undetected dwell period is central to the Committee's findings on monitoring, detection,
alerting, Security Operations Centre capability, SIEM maturity, endpoint protection, privileged

access management, and incident-response readiness.

The Committee accepts that independent verified sources have confirmed that personal data was

compromised. The Committee also places weight on public warnings issued by the Bermuda Police

Service and Government concerning phishing, scams, and actors impersonating Government after

the incident. In the Committee's view, such warnings are consistent with a cyber incident involving

exposure, compromise, or suspected misuse of information, and not merely a contained technical

disruption.

The Committee further agrees that all available indicators suggest that a ransom demand was made

and that ransom or ransom-related payment activity may have occurred. The Committee notes the

Cyber Incident 2023 Budget Book line items: approximately $3.092 million under Head 10 - Ministry

of Finance Headquarters, and approximately $1.323 million under Head 43 - Information and Digital

Technologies, for a combined total of approximately $4.415 million. The Committee does not state,
on the basis of the line items alone, that the full amount was paid as ransom. However, the scale,

timing, and description of those line items require full explanation.

The Committee further considers that the $4.415 million expenditure must be assessed against the

alternative scenario of rebuilding Government's affected digital environment without access to

backups or original software. Based on comparable public-sector ransomware incidents and the

likely scope of Government's digital environment, rebuilding without access to backups or original

software could have required direct 2023 market costs in the range of $25 million to $70 million, with

severe-case exposure exceeding $100 million if critical data had to be manually reconstructed or

legacy systems fully replaced.

The Committee therefore recommends referral of the report and supporting materials to the Public
Accounts Committee. The PAC should determine who was paid from the Cyber Incident 2023 line

items, the amount and purpose of each payment, whether any payment related to ransom

negotiation, decryption, data recovery, system restoration, forensic support, intermediaries,
insurers, cryptocurrency facilitation, or similar activity, and whether the payment trail provides
further evidence relevant to identifying parties involved in, facilitating, or benefiting from the cyber-
attack.

The majority of this report is deliberately forward-looking. The Committee's principal objective is to

prevent recurrence and strengthen Bermuda's national cyber resilience. The Committee
recommends a dedicated National Cybersecurity Task Force, increased cybersecurity funding and

specialist FTEs, a National Cybersecurity Advisory Council, a national incident response plan, a

ransomware decision framework, regular independent assessments, annual cross-sector exercises,

stronger backup and disaster recovery standards, Cabinet-level cyber risk oversight, improved

public communications, stronger data compromise disclosure, and parliamentary implementation
tracking.
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The central lesson is clear: cybersecurity is no longer simply an IT function. It is critical national

infrastructure.
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2. Mandate, Scope, and Approach

The Joint Select Committee was established to examine the September 2023 cyber-attack affecting

the Government of Bermuda and to report findings and recommendations. The Committee's work

includes examining  the events leading up to the attack, the adequacy of cybersecurity preparedness,

the response and recovery process, the impact on Government systems and services, the status of

data compromise and ransom-related matters, the expenditure associated with the incident, and

the measures required to reduce the likelihood and impact of future cyber incidents.

The Committee's scope has included:

- the evolution of Government cybersecurity posture from approximately 2015 to 2025;

- the role of Information and Digital Technologies and the Chief Information Officer function;

- pre-attack warnings, including the May 2023 Cyberdine assessment;

- the implementation status of key cybersecurity controls before September 2023;

- the operational response to the September 2023 cyber-attack;

- data compromise and public scam/phishing risks;

- ransom demand and ransom-related payment indicators;

- post-incident financial allocations and expenditure;

comparative evidence from BHB, BELCO, ABIR, and other critical-sector stakeholders; and -
recommendations for a stronger cybersecurity governance, operational, and national resilience
framework.
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3. Methodology and Evidence Base

The Committee's work has been informed by documentary review, public record analysis,
stakeholder interviews, comparative assessment, and Committee deliberation. This methodology is
important because the September 2023 cyber-attack cannot be evaluated by reviewing technical

systems alone. It also requires consideration of governance, funding, escalation, communications,
institutional readiness, personal data protection, expenditure accountability, and public-private
coordination.

3.1 Documentary Evidence The Committee reviewed materials associated with the May 2023

Cyberdine assessment, including materials showing programme status, risk level, maturity gaps,

attack vectors, and recommended remediation priorities. The Committee also reviewed

Government public statements during and after the attack, Budget Book extracts and line-item

analysis relating to FY2023/24 cyber incident expenditure, and materials provided to the Committee.

3.2 Interviews and Stakeholder Engagement The Committee conducted interviews and

engagements with Government stakeholders and external organizations. These included

stakeholders connected to operational leadership, IT, cybersecurity, executive decision-making,

and critical sectors such as healthcare, utilities, insurance, reinsurance, and the private sector. The

purpose was to understand both the Government incident and the cyber governance practices of

entities that manage critical systems and sensitive information.

3.3 Limitations and Evidentiary Approach The Committee distinguishes between established facts,

strong indicators, and matters requiring further determination by the Public Accounts Committee or

another competent oversight body. Where the report recommends further investigation, it does so

to ensure that Parliament and the public can understand matters that were outside the Committee's

direct audit or forensic mandate.

3A. Committee Use of Technical and Critical Infrastructure Evidence

The Committee's approach was to test the September 2023 cyber-attack through documentary

review, witness engagement, public record analysis, critical infrastructure stakeholder evidence,

and independent technical context.

The Committee was also careful to distinguish between evidence, technical interpretation, and

political conclusion. The report is therefore presented as the report of the Joint Select Committee,
not as the report of any one adviser, stakeholder, consultant, Department, Minister,
administration.

or

The Committee also considered evidence from current Government technology leadership regarding

remediation steps that are now being pursued. Where current work aligns with the Committee's

recommendations, the Committee welcomes that progress. The purpose of this report is not to

undermine current remediation, but to ensure that such work is properly resourced, governed,

documented, monitored, and sustained beyond the immediate aftermath of the incident.
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4. Ten-Year Background and Cross-Administration Context

Between approximately 2015 and 2023, the Government of Bermuda became increasingly

dependent on digital systems for service delivery, record management, internal communications,

payroll, finance, immigration, health-related administration, public-facing transactions, and general

public operations. This digital expansion improved efficiency and public access, but it also
increased the consequences of cyber disruption.

The Committee considers it important to state clearly that Bermuda's 2023 cyber risk position

developed over a period of years and across multiple administrations. Successive administrations

led by both political parties presided over periods in which Government's digital dependency

increased. During the same period, cyber threats globally became more aggressive, better organized,
better funded, and more capable of disrupting public services.

The Committee does not view the September 2023 cyber-attack as the responsibility of a single

Minister, Department, political party, or administration. Rather, the Committee considers that

Bermuda's risk position in 2023 reflected an accumulation of structural, institutional, funding,

staffing, and governance gaps that developed over time. The Committee's purpose is not to assign

partisan blame, but to identify the reforms required to ensure that future administrations are not

exposed to similar risks.

the

mature

The evidence suggests that Government's cybersecurity governance did not consistently mature at

same pace as operational dependence on digital systems. Interviews and documentary

materials suggest that cyber risk was known, but the translation of risk awareness into

enterprise controls, clear accountability, specialist staffing, and tested recovery capability

remained incomplete.

4.1 2015 to 2017: Digital Dependency Expands During the earlier part of the period under review,

Government services and internal operations were already becoming more digitally dependent. Like

many jurisdictions, Bermuda pursued greater use of technology for administration, communication,

financial management, and public service delivery. However, digital transformation also created a

wider attack surface. The Committee's concern is that cybersecurity governance and resilience

planning did not develop at the same speed as reliance on digital systems.

20174.2 to 2022: Increasing Recognition but Incomplete Maturity Following the change in

administration in 2017, Government continued to operate in an increasingly digital environment. By

2022, risk awareness had increased and Government had begun taking steps toward a more

structured cybersecurity posture, including development of cybersecurity capacity and engagement

of external expertise. This is an important distinction: the Committee does not find that nothing was

being done. Rather, the evidence indicates that work had started but remained transitional.

The Committee finds that Government was caught between a legacy environment and a necessary

future-state environment. It had identified the need for stronger cybersecurity, but had not

completed the transition to mature enterprise security governance, continuous monitoring,

ransomware resilience, and tested disaster recovery.
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4.3 2022 to May 2023: Risk Awareness Becomes Formalized By 2022 and early 2023, the need for

stronger cybersecurity had become more formalized. Government had begun engaging in
assessment and remediation activity. The May 2023 Cyberdine assessment then gave the
Committee a contemporaneous record of the Government's pre-attack risk posture. That

assessment is central because it demonstrates that the risk was not theoretical and not merely

hindsight. It was documented before the attack occurred.

4.4 Non-Partisan Institutional Lesson The Committee's non-partisan conclusion is that Bermuda's

cyber risk position was shaped by years of expanding digital reliance, underinvestment or uneven

investment in cybersecurity controls, specialist staffing challenges, incomplete implementation of

foundational capabilities, and insufficiently mature whole-of-government cyber governance. Both

political parties and multiple administrations therefore governed during stages of the accumulation

of risk. The appropriate response is not partisan accusation, but structural correction.

10 Page



5. How Bermuda Reached the 2023 Cyber Risk Position

The Committee identifies several structural factors that contributed to the 2023 position. These
factors should be understood as cumulative rather than isolated.

Factor Relevance to 2023 position Digital dependency Government services, finance, payroll,
immigration, communications, and public administration became more reliant on digital systems.
Maturity gap Cybersecurity governance and operational maturity did not consistently keep pace with

digital dependency. Resource constraints Specialist staffing and funding were not sufficiently

aligned to the scale of cyber risk. Incomplete controls SOC/SIEM monitoring, ransomware defence,

disaster recovery, backup maturity, and environment stabilization were not fully mature before the

attack. Governance complexity Cybersecurity risk crossed departmental, executive, budgetary,

operational, and national-security lines. Global threat escalation Ransomware groups increasingly

targeted governments, healthcare, casinos, utilities, and other critical service providers.

The Committee therefore views the September 2023 attack as the foreseeable impact of a global

threat environment meeting a domestic readiness gap. This does not mean the attack  was inevitable.

It means Bermuda must now treat cybersecurity as a standing national resilience priority, not as a

project-based or incident-driven function.
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6. May 2023 Cyberdine Assessment

The May 2023 Cyberdine assessment is central to the Committee's review because it provides a
contemporaneous record of Government's cybersecurity posture before the September 2023 attack.
The materials reviewed by the Committee indicate that Government's cyber risk was assessed as

Critical. The assessment characterized this level as indicating a high probability of successful cyber-

attack and limited recovery capability.

The Cyberdine materials identified root causes and structural weaknesses, including recent cyber
incidents within IDT, a historical inability to deliver security initiatives and major programmes,

resource constraints, lack of strategic direction, and insufficient staffing and funding. The materials

also identified that Government's cybersecurity maturity was developing rather than mature.

6.1 Identified Attack Vectors The Cyberdine materials identified several attack vectors relevant to

Government's environment, including phishing attacks, ransomware breach, privacy breach, cloud-

based breach, and third-party risk. These risks were directly relevant to the type of incident later

experienced.

6.2 Controls and Remediation Themes The materials reviewed by the Committee indicate that

Government had begun a structured remediation programme. However, key capabilities were not

yet fully operational or mature. These included Security Operations Centre capability, SIEM
monitoring, ransomware defence, endpoint protections, disaster recovery, backup programme

maturity, and broader environment stabilization.

6.3 Committee Assessment of the Cyberdine Evidence The Committee places significant weight on

the May 2023 assessment because it reduces the risk of hindsight bias. It shows that material risk

was known before the attack and that Government had a basis to act. The key question for the

Committee is therefore not only whether Government knew of risk, but whether the response was

sufficiently funded, staffed, prioritized, implemented, monitored, and escalated before the attack.

6A. Cyberdine Assessment: Receipt, Awareness, and Knowledge Transfer

The Committee places significant weight on the May 2023 Cyberdine assessment because it

identified critical cyber risk before the September 2023 attack.

The Committee also considers it necessary to determine how the assessment was commissioned,

who received it, who was responsible for acting on it, whether it was escalated to the appropriate

senior decision-makers, and whether it was transferred effectively to subsequent technology

leadership.

Evidence received by the Committeе indicates that there may have been a gap in institutional

awareness regarding the assessment after leadership changes. The Committee does not make a

personal finding against any individual on this point. Rather, the issue is one of governance

continuity: a critical cybersecurity assessment should not depend on informal memory, personality,
or individual handover. It should be logged, assigned, tracked, escalated, and monitored through a

formal governance process.
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