
Senior Technology and Cyber Security Specialist

Bermuda Commercial Bank Limited (“BCB”) is recruiting an experienced IT professional 
to fulfil the role of Senior Technology and Cyber Security Specialist. This position will 
report to the Head of IT with responsibilities including the following: 

Key Accountabilities and Responsibilities:

Information and Cyber Security
•	 Support the bank with Information Security and Cyber Security expertise
•	 Implement and test monitoring and automation tools and scripts
•	 Manage the Security Awareness Programme for bank employees
•	 Responding to any security alerts and working with vendors to resolve
•	 Supporting the annual cyber security incident tabletop exercise
•	 Identifying any areas across the bank that can be further secured
•	 Being an active member of the Bermuda Bankers Association Cyber Security sub-

committee

Application and Infrastructure Support
•	 Monitor and maintain the availability and technical integrity of the bank’s systems
•	 Analyse, troubleshoot and resolve user queries, working closely with other team 

members and external support vendors as required
•	 Prioritize requests and incidents
•	 Support and guide business users to review, test and apply data and software 

releases
•	 Execute and/or manage all stages of the Software Lifecycle, from analysis, 

development, unit testing and documentation to support User Acceptance Testing 
and deployment

•	 Manage IT related initiatives and projects e.g. OS upgrades, hardware 
replacements, new technology implementations

IT Business Management
•	 Assist with management reporting, project updates, risk control KPI’s etc.
•	 Provide support and technical consultancy for business projects as needed
•	 Maintain and remain compliant with technology related policies and procedures
•	 Assist with first line testing of the bank’s IT risk controls
•	 Support the risk incident and reporting management process
•	 Support vendor contract and software maintenance renewals

Person Specification
•	 Degree in Computer Science or similar subject preferred 
•	 Minimum 10 years’ experience working in IT
•	 Deep understanding of Banking and Financial Services’ operations and products
•	 Proven experience working in a Microsoft Windows based environment
•	 Knowledge of multiple software applications
•	 Prior experience with Internet Banking platforms a plus
•	 Knowledge and experience with Information and Cyber Security methodologies
•	 Aptitude in troubleshooting, incident management and prioritizing
•	 Managing external relationships
•	 Proven skill of building and development of successful, long term, strategic 

relationships between other business units
•	 Effective written and verbal communication skills
•	 Proven ability to work flexibly and adaptably in ambiguous situations

Compensation will be commensurate with 
the successful candidate’s experience. 
References will be requested and verified. 
Background checks will be conducted on 
shortlisted applicants.

Interested persons should apply by 
forwarding an application letter and resume 
no later than May 16th, 2022 to jobs@bcb.
bm or by post to Bermuda Commercial 
Bank Limited, Attention: Human Resources 
Department, PO Box HM 1748, Hamilton, 

Bermuda Commercial Bank Limited is licensed to carry out banking business under the Banks and Deposit Companies Act 
1999 and to carry out investment business under the Investment Business Act 2003.

BCB is an Equal Opportunity Employer
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