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AVP, Technology Risk Management

SiriusPoint Ltd. is a global insurance and reinsurance company created from the merger of Third Point Re
and Sirius International Insurance Group. We are a top 20 global (re)insurer writing a worldwide portfolio
of businesses including Accident & Health, Liability, Property and Specialty. Bermuda-
headquartered and listed on the New York Stock Exchange with the ticker of SPNT, we are looking at ways
to grow intelligently, underwrite profitably, and drive technology innovation in the (re)insurance industry.
We challenge convention, disrupt the traditional way of doing things, and devise new and better solutions.
We strive to be excellent in everything we do, and we always strive to continuously build knowledge and
learn beyond our current skillsets.

We are looking for an individual to serve as AVP, Technology Risk Management located in Bermuda,
reporting to the CISO. The successful candidate will be a key leader on the group-wide CISO team
to lead all inbound and outbound security risk management and compliance activities for the group. The
AVP will engage with internal and external stakeholders to manage critical risk assessments of the
SiriusPoint IT organization to ensure compliance, manage the closure or mitigation of identified gaps, and
proactively improve our security posture. The AVP will also lead our outbound IT risk assessments of
vendors, partners and strategic investments, working closely with the CISO, CTO and other senior leaders
in the SiriusPoint organization as a consultant and advisor, balancing identified risks with business
considerations and investment objectives.

Responsibilities:

* Act as first point of contact and key relationship manager for all internal and external
regulatory, audit, risk management and compliance stakeholders in all matters of information security
for SiriusPoint
Lead third party risk assessments on vendors or outsourcing partners, both at time of
inception and ongoing as a matter of supervision of vendor and partner obligations, including the
management of remediation of immediate risks (i.e. zero day threats) and gaps identified during audits
or other reviews
Lead IT security due diligence on potential strategic investments, partnering with corporate
development team to balance security risk findings with investment objectives and operational
recommendations for improvements
Serve as key person for maintaining an up to date understanding of developments in the
regulatory landscape that impacts SiriusPoint's information security strategy, execution and
planning
Report to the CISO on acting as a core member of the IT Security team, providing insights and
recommendations to improve the security posture of the company and reduce compliance risks
Collaborate with key IT leaders and control owners on managing SOX compliance related to
information security
Collaborate with Enterprise Risk Management on the assessment of risks and management of
mitigating controls
Lead periodic assessments of MGA/MGU portfolio to ensure compliance with regulatory
requirements and provide consultation to help portfolio companies achieve security goals
Coordinate with internal and external auditors to assure HIPAA, SOX, DFS, and other
regulatory compliance
Proactively identify audit and compliance related issues to reduce the risk of security
exposures and non-compliance
Plan and implement security improvements and solutions to assure US and European
regulatory compliance (HIPPA, NYCRR, GDPR, Lloyd’s Minimum Standards, Cyber Essentials, BMA
and EIOPA)

Prepare necessary audit documentation and reports including appropriate evidence as required
Create and manage Information Security related policies, procedures, manuals, documentation, and
designs

Requirements:

» Bachelor’'s Degree with a concentration in Computer Information Systems; other disciplines will be
considered with applicable experience in security IT analysis and implementation
Certification in Cybersecurity, or other similar discipline
Minimum of 7 years IT Risk Management experience
At least 5 years of experience working with, and expert knowledge of (re)insurance regulatory
cybersecurity frameworks
Strong audit and compliance assessment skills together with demonstrable experience in
effectively defining gaps, evidencing and implementing remediation requirements while
achieving targeted delivery results
Strong organizational and analytical skills, with demonstrable track record of effectively
managing and implementing multiple, competing projects/priorities while achieving targeted
completion results
Excellent communication (verbal and written), and presentation skills, and experience tailoring
communication style to target audience
Ability to perform duties independently, and as a member of a team

If this sounds exciting to you, come join the journey and build the future with us!

SiriusPoint is an Equal Opportunity Employer. We are committed to recruiting and retaining the most
talented individuals in our industry. We offer excellent opportunities for competitive salaries, employee
development and comprehensive benefits for a diverse workforce.

To apply please send your résumé to jobs@expertisegroup.com. All applications are handled in a
confidential manner and in accordance with Expertise’s Privacy Policy, available on our website

Closing Date: October 01, 2021




