The Ascendant Group Limited, which is a publicly traded investment holding
company, invites applications for the position of

Information Security Manager

Ascendant Group Limited
is a drug, alcohol and
smoke free environment
and, as such, requires all
applicants to successfully
pass a pre-employment
drug and alcohol
screening prior to an offer
of employment.

Job Description: The Information Security Manager is responsible for bringing the
organization’s information security risks under explicit management control. The
post holder assists in the development and attainment of the strategic direction
for information security with others in the Information Technology group.

Key Responsibilities include but are not limited to:

® Assist in the development of IS governance (includes physical security/facilities,
risk management and compliance) on information security matters such as
routine security activities plus emerging security risks and control technologies

® Assist in the preparation and implementation of information security policies,
standards, procedures and guidelines

® Develop and lead the information security awareness training and good
practices

® Provide assistance on information security risk and control matters throughout
the organization

® | ead the design and operation of compliance monitoring and improvement
activities to ensure compliance both with internal security policies etc. and
applicable laws and regulations

® | ead the design, implementation, operation and maintenance of the
Information Security Management System based on the company’s standards
(ISO/IEC 27000 series)

® |ead information security risk assessments
® Manage information security risk efficiently and effectively

® |ead activities relating to contingency planning, business continuity
management and IT disaster recovery in conjunction with relevant functions and
third parties

® Analyze reports generated by the monitoring system to identify trends that
might indicate a future risk

® Stay abreast of current trends, technologies, regulations, threats, etc. and
provide direction and support to the various IT groups
Key Job Requirements:

® BS Degree in Computer Science/Information Systems or equivalent related
degree or work experience

® Professional certifications (CISSP, CISM, etc.) required

® 5+ years work experience in Information Security Management and/or related
functions (such as IT audit and IT Risk Management)

® Strong understanding and knowledge of networking and network protocols
® Strong understanding and knowledge of industrial systems

® Excellent knowledge of system and web application security, including mobile
security

® Solid background in technical IT roles such as IT architecture, development or
operations, with a clear and abiding interest in information security

® Good understanding of programming and scripting languages
® Excellent analytical and problem-solving abilities to identify and fix security risks
® Excellent communication and presentation skills

All qualifications and certifications should be submitted with application.

Application deadline: Thursday, March 31, 2016

Apply to: Human Resources
P.O. Box HM 3392, Hamilton HM PX
E-mail: recruitment@ascendant.bm
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