BMA

BERMUDA MONETARY AUTHORITY

Bermuda Monetary Authority is committed to attracting and developing the
very best people who are dedicated to providing exceptional service.

Senior Analyst—Information Risk Management
Management Services Department

The Authority is seeking the services of a highly skilled professional to work as a
member of the Information Risk Management team in the capacity of a Senior
Analyst. Working under the direction of the Assistant Director - Information
Technology, the successful applicant will be responsible for reviewing key issues
and contributing significantly to the provision of information security measures
and activities across the technology infrastructure from desktop to server.
Emphasis is on working closely with the end user community and senior
management in Information Risk Management practices that balance controls
with availability and operational needs.

In this key role, you will be responsible for but not limited to:

® Developing security policies and procedures to support the corporate
information risk management needs in place at any given time.
Designing, implementing and maintaining an overall information risk
management process for the Authority and ensuring the alignment of
risk policies/procedures with the organisation's strategy and best
practices;

® Identifying key risk areas within the organization, creating and
monitoring key risk parameters, identifying capabilities, gaps and needs
and providing guidance in managing risks. Recommending and
developing control measures to improve information security including
evaluating and selecting products and services; and evaluating the
effectiveness, efficiency, and compliance with existing Information
Security control measures;

® Performing System and Security Administration duties across all of
business applications, databases, operating systems, firewalls and
infrastructure;

®  Oversight and management of all Business Continuity and corporate
Disaster Recovery requirements;

® Developing and implementing risk event data collection and analysis
(e.g. vulnerability data, root cause analyses, key risk indicators);

®  Performing problem resolution and providing on-call support to ensure
the ongoing availability of the Authority's Computing Solutions.

This position requires a proven technical and business background and
therefore requires:

® A Bachelor's Degree in computer science or a related equivalent
together with two or more related certifications i.e. CISA, MCSE+
Security, SCNP, CISSP, CISM;

® A minimum of five (5) years post qualification experience which
includes a sound and practical knowledge of the full range of
information risk management domains;
The ability to work independently on routine and complex tasks;
Proven stakeholder management skills and excellent written and oral
communications skills;

®  (Cisco firewall and VMware administration experience is desirable

The Bermuda Monetary Authority is the integrated regulator of the financial
services sector in Bermuda. We can offer the opportunity for broad exposure to
international regulatory issues, special projects and a variety of work experience.

If you are looking for a challenging opportunity in a team environment, we invite
you to submit your application via our email address at careers@bma.bm
including a detailed resume and a completed Bermuda Monetary Authority
Application Form, available at www.bma.bm. Applications for this position must
clearly bear the reference 140-009/12 and be received no later than July 19,2012.

Bermuda Monetary Authority is an Equal Opportunity Employer.
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